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Research on anomaly detection model for traffic time
series data integrating multiple mechanisms
ZHANG Peipei, LIU Jiaqi
(School of Economics and Management, North China University of Science and Technology , Tangshan, Hebei 063000, China)

Abstract: To enhance the anomaly recognition ability of traffic time series data, a hybrid model was constructed. Firstly, the
multi-head attention, residuals and probabilistic sparse self-attention were combined to form a global feature recognition (GFR)
module, enhancing the ability while reducing computational complexity. Secondly, the dilated convolution and multi-scale
convolution were combined to form a local feature recognition (LFR) module, further optimizing local feature extraction.
Thirdly, the FreeRunning training strategy was used to improve model robustness. Fourthly, the modules and training
strategy were combined with LSTM, while the result of the self-attention mechanism replaced the LSTM input gate, so as to
optimize long sequence memory ability and reduce computing complexity. Finally, a multivariate Gaussian distribution

probability function was used to discriminate anomalies. The results show that adding each module on the basis of LSTM
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significantly improves the model s prediction and anomaly detection ability; Compared with the general hybrid model
Transformer-Bi-LSTM, the proposed model has stronger prediction ability and lower computational complexity. The proposed
model performs effectively in recognizing both global and local anomalies in traffic time series data, which provides reference

for improving the operational efficiency and safety of the traffic system.

Keywords: computer neural networks; long sequence time-series data; anomaly detection; attention mechanism; LSTM
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L i MAE/% R*/%
W GFR 23.63 18.16
N FreeRunning 21. 40 16.57
W LFR 13.86 8.18
N GFR+ FreeRunning 59.69 50. 50
Wi GFR+LFR 57.65 44,11
I LFR+ FreeRunning 57.37 42.51
7N GFR+ LFR+ FreeRunning 75. 60 80. 44

DS EKMEE S R 5 Fiw, FERKE 58, A GFR 4k 80 R & £, FreeRunning IR Z ,
LFR STEAN BT, BB GFR + FreeRunning R &, GFR+ LFR H X, LFR+ FreeRunning £ 25,3 1
LA 45 T g A B 45 T S8R i A 5 A R I S ARG T b, BB LFR SR R K. FreeRunning K Z . GFR #%
NG R GFR+LFR 5k K, LFR+FreeRunning 4K . GFR+FreeRunning 5 25 , 3 /M8 e 2 7% 0= 19
B RSOR B U

A5 FFE Rl AR

Tab.5 Comparison of model anomaly detection capabilities

" Zﬂ Kot Moot

P T F1 P T Fl-score
7 GFR 4x10°° 1910 ° 12x10°° 4x10°° 27%x10°° 15x10 °
8 FreeRunning 2X10°°¢ 15%10°° §x10 8 7X10°° 48X 1078 27%X10°°
7 LFR 0 6x10°° 3%X10°° 20%10°° 57X10°° 38%10 ¢
7RI GFR+ FreeRunning 4x10°° 21%10°° 12X10°° 20%10°° 65x10 6 42%10°8
7 GFR+LFR 4Xx10°° 19X10°° 12X10°° 25%10°° 73%10°° 49%10°°
8 LER+ FreeRunning 4x10°° 19x10°° 12x10°° 23%X10°° 72X10°° 47X10°°
% 51 GFR4LFR+ FreeRunning 5X10 ° 21X10°° 13%10°° 32X107° 88X 107 ° 59%10°

B2 3 B A B T B TR AR A O B8 L K S R I H GFR BTk SR K, A8 B SRR R LFR
DUk K, FreeRunning 18 G Il 25 3 W X5 K B R AsF S5 55 460 0 34 A DTk
3.6 5 Transformer-Bi-LSTM #& 8 Lk %5

ARSCHEAE PAN 250 42 1 59 Transformer-Bi-LSTM R BERY 34T T ok, 1) X W0 GE J1 1 35, A
ALY Transformer-Bi-LSTM #AUAH[A 4454 T 23k HEE 15 LSTM HA B o LI 3 AN
Rt EE T T WU AR ) . — 24l LFR B s Ry AR AE 32 B — 2 91 A FreeRunning 18 & I 25 5% b $2 7+
PR e 1 s = K T L B S VRO LSTM M AT, 03 6 FrR 28 3 — et b % Bi-LSTM
Bl FreeRunning V&4 I 25 56 B A ROR B 038 OO I LFR B8, e 2 T4 elode . 78 X0 itk s
LFR+FreeRunning 2 & & F+ e B 8 HOR 2 11 #3880 + FreeRunning 214 . )5 & LFR+ T M EH 5.
3 A i i 34 S ) L A A RO AKOR B A . 2O X AR L A U AL AE Transformer-Bi-LSTM & £ i
fili b EEE S DAF 2 AU R AR5 52 2 . — 2 g ] ABESRH B VR R L A L
ZPEH ONDFER T O(Nlog N) (LA (1D — Q20 s R0 [ H = I HLH B 45 -5 8 LSTM % AT
B — B TR (LR (13— (14 BARAR OB 5 Transformer-Bi-LSTM BRI A 1 £ T — 4
LFR BH 13 (L2 (15)—(16)) AHZ BRI & I A R (WX (17)) , BAR TR & 0 8 e 7 i
AU R AR SO R i LFR BB FreeRunning R4 U115 56 s FKE [ 75 2 HWLAHT A 5 i /E 8 LSTM 1Yy
AR, B R THRB BTN GE ), AR T I8 2 24 BARME e T Transformer-Bi-LSTM,
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% 6 AXEAY Transformer-Bi-LSTM #) Fiml 42 A xF 1k

Tab. 6 Comparison of predictive capabilities between the model proposed in this paper and Transformer-Bi-LSTM

Mo MAE R®
Transformer-Bi-LSTM 2.765 0.722
B8 A 3N LFR 1.965 0. 816
B 1 4L Bi-LSTM %5 4 FreeRunning 1.914 0.819
Bk 14k A ERE I PLE G LSTM By%m A% 1.987 0. 810
B 2 &b %N MSD_CNN Fl Bi-LSTM Z£ & FreeRunning 1.698 0. 878
Bk 2 4b % MSD_CNN # encoder i 1 /E % LSTM Hdii A T8 1. 745 0. 854
B 2 4k ; encoder % HVE N LSTM A% AT T4 Al Bi-LSTM 75 4 FreeRunning 1.732 0.863
&8 3 4t . GFRModule. LFRMODULE_FreeRunning LSTM 1.593 0. 904
FLOPs, co0er =num_layers X h X N X N X d, (1D
FLOPsgr =num_layers X h X N X log N X d, (12
FLOPsp 90w =2 X N X4 X (dXW+WXW), (13)
FLOPSgcruming =2 X N X3 X (d XW+W X W), (14
FLOPstomersiistn = FLOPS eoqer = FLOPspisru s (15
FLOPsyymm =FLOPsgrr + FLOPSteruming T FLOPS gr 5 (16)
M
FLOPs;r =2 X N XC,, XC,. X 2 size_kernal? X num_dilation, (17

i=1
AW num_layers K encoder JZE;h MIEE SKEG N NEHEFINANEGd A RIELERE W HEREES
BOHH ;C, M AEIERGC,, M EE M A RSB A B size_kernal, HE i D HEFRKR
/I snum_dilation A B Bk & LA %,
£ 7 AXEAY Transformer-Bi-LSTM #++ H £ 2 F 21t

Tab. 7 Comparison of computational complexity between the model proposed in this paper and Transformer-Bi-LSTM

[T EREv=wiL N LSTM & M MO
Transformer-Bi-LSTM 45 912 489 984 15 427 584 0 45 927 917 568
2R AR Y 10 932 460 11 570 688 72 852 480 95 355 628

4 & iE

et — o A A2 N RO S R AR A L B AR T 2 0 AR Gt v B R R IR S ARG 4 P R < 1) i
A 23k T AR 2 MR R 5 A R GER, 7 38 55 45 8 X 4> Ja) R AE 15500 RE 1 0[] e 3 R A T
TG DWW GRS 2 RE GBS G B LER, M £k J5 35 R AF 52 50, £ T A 30 X5 40 5 119 il 2 ik
7133)iz ] FreeRunning {5 YIZRSREME 38 THC R A9 & B 15 4) 5 LSTM &S & . I A T B AL iy 25 21
B LSTM $a AT FE PR AR P 030 12 R Siei 58 7 i) 1) B B AR T 58 52 2 B 2R 78 A L0 R S A 00 7
AT 3R LSTM B A, HAH It Transformer-Bi-LSTM & & 4% 54 J B B8 55 09 52 B fE 0 18, i
FE A Ak BV SRR I S A I SR S R DU ) A R T R B AL T — el v 8 ELRE VA i D R BB
i 0 AR T A R AW B AT ROR 5 ek,

7R A B S R R — B RO R R DL X 2 S O il B 5T R 58 3 1 1
B 3 — A R R SRS B Tl A R DA B B [ 2 S WL S LA K B 4 v R o A 194 58 3 A L o DA T RS o
U 25 A0 5 51 00 o O 323 R 40 0 R R A A BB IR B R S8k
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