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Abstract ; This paper briefly introduced the principle of SQL injection attack, analyzed the SQL injection attack mode, and
summarized the process of SQL injection attack. According to the basic principle of SQL injection attack and the different detec-
tion methods before the invasion and after the invasion, the SQL injection attack detection method was proposed, and SQL
injection attack defense model based on the client and the server was given. The test shows that the models calculation time
complexity is low, and it meets the safety and generality requirements. The method can be used to solve SQL injection attack

problem in the network.
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SqlConnection nwConn = new SqlConnection ((string) ConfigurationSettings. AppSettings [ " DB-
ConnStrings"]) ;

string queryStr = " SELECT userid, userpwd, username, type FROM users where userid =

e rrre
3

+ Txtusername. Text +

DataSet userSet = new DataSet() ;

SqlDataAdapter userAdapter = new SqlDataAdapter(queryStr, nwConn) ;

userAdapter. FillCuserSet, "Users") ;

Session[ "UserID"] = Txtusername. Text. ToString() ;

Session[ "type" ] = type. Text. ToString () ;

Response. Redirect("/Myweb/admin/login. aspx")
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Fig. 1 Process of SQL injection attack
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Fig. 2 Detection and defense of SQL injection attack
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