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Detection of PDoS attack based on wavelet transform

and CUSUM algorithms

YUE Meng, JIANG En-yong, MA Rurjie, ZHANG Wen-tao
(College of Electronics and Information Engineering, Civil Aviation University of China, Tianjin 300300, China)

Abstract: Pulsing deniat ofservice( PDoS) attack is a new class of DoS attack, which exploits the deficiencies of the minimum
retransmission time out (RT O) of TCP to send out short bursts of attack packets to a victim. Because of its low rate, it can e
lude traditional high rate detection mechanism. T his paper proposes a two-step detection approach based on Mallat wavelet
transform and CUSUM ( Cumulative Sum) algorithms. First, it extracts the characteristic of PDoS attack based on M allat
wavelet transform. T hen, the CUSUM algorithms can cumulate the small offsets to enhance the detection sensitivity. In the
end, for the defect of the CUSUM algorithms, it puts forward improved CUSUM algorithms to decrease the ratio of false a

larm. The two-step detection approach can detect PDoS attack accurately and effectively.
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